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3. REDUCE YOUR ATTACK SURFACE AREA

Isolate ICS networks from any untrusted networks, especially the Internet. Lock down all
unused ports. Turn off all unused services. Only allow real-time connectivity to external
networks if there is a defined business requirement or control function. If one-way
communication can accomplish a task, use optical separation (“data diode”). If bidirectional

communication is necessary, then use a single open port over a restricted network path.

Homeland
Security

INTRODUCTION

Cyber intrusions into US Critical Infrastructure systems are happening with increased
frequency. For many industrial control systems (ICSs), it's not a matter of if'an intrusion will
take place, but when. In Fiscal Year (FY) 2015, 295 incidents were reported to ICS-CERT, and
‘many more went or The ilities of our have been
demonstrated and cyber incidents are increasing in frequency and complexity. Simply building a
network with 2 hardened perimeter is no longer adequate. Securing ICSs against the modern
threat requires well-planned and well-implemented strategies that will provide network defense
teams a chance to quickly and effectively detect, counter, and expel an adversary. This paper
presents seven strategies that can be implemented today to counter common exploitable
weaknesses in “as-built” control systems.
Seven Strategies to Defend ICSs
Implemant Application
Whitelisting ~ 38%

Implement Secure
1

Remote Access ~ 1% Configuration/Patch

Monitor and
ospond — 2%

Manage Build a Defendable
Authentication — 4% Environment ~ 9%

Figure 1: Percentage of ICS-CERT FY 2014 and FY 2015 Incidents Potentially Mitigated by
Each Strategy”

a. Incidents mitigated by more than one strategy are listed under the strategy ICS-CERT judged as more effective.

B3, R— LR —T M

Hg:
https://www.dhs.gov/blog/2016/03/07/dhs-works-critical-infrastructure-owners-and-op
erators-raise-awareness-cyber-threats

stFEh“Seven Steps to Effectively Defend Industrial Control Systems.”
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